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L b S lp ly L8 ol b Dynamic ARP Inspection a1
VLAN 60: ¢lp DAL 3,8 Jkd Jlo olgie 4 .oud ool VLAN

* Switch1(config)# ip arp inspection vlan 60

slos 34 0 celb Dynamic ARP Inspection 5,6 i oledas®
Lo UNTrUST slesel bl pf mdgw b &)yg

o Gy oleiel LB oyg u"-bw ueswive b dleiel 3590 3)lg0 plpls



ol 5 a0l DAL slezel b ¢y SO lge 4 Sygr (630,50
* Switch1(config)# interface gigabitethernet 0/1
* Switch1(config-if)# ip arp inspection trust
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* switch(config-if)# switchport trunk native-vlan NUMBER



Core-switch# show interface trunk

core-switch(config)#interface range fa@/2-4

core-switch(config-if-range)#switchport trunk native vlan 10@

core-switchfshow interface trunk

Port Mode Encapsulation
Fa0/2 on B0Z2.1lqg
Fal/3 on 802.1lqg
Fal0/4 on BO0Z.1lqg

core-switchgshow interface trunk

Port Mode Encapsulation Status
FalO/2 on g0z.1lg trunking
Fal/3 on 80z.1qg trunking
Fal/4 on 802.1qg trunking

Status

trunking
trunking
trunking

NHative wvlan
1
1
1

Native wvlan
100
100
100




V e Oy o Syg S 59y 0 Native Vian 8 Se0 0 50 lixo 4
4 bgye tag (shls 5258 guogw 2)ly ©yg o) 5 (S & Fgeo 53 2L 0y y
Olus 4 Komugw Sldae pVIAN 1 & bgs o sl g5 1y o) wils VIan
D )gleo

VIan o g8 Saly o) Slsine 4 ol il S5 S S e vlan ol e
x5+ hopping

Core-switch# show interface trunk

core—-switchishow interface trunk

Port Mode Encapsulation Status Native wvlan
Fal/2 on B0Z.1lqg trunking 1
FalO/3 ol g0z.1qg trunking 1

FalO/4 ornl B0z.1lqg trunking 1
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USG9, SNMP s L Simple Network Management Protocol ¢
o a8 g ke 9 48 OleMb] ¢5)91 zo> (Sl 0,58 1 9 ygredie

oo a8 @lipas ¢ b Kl 4 bgyye cleMbl g9l zox gy SNMP 51
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s il s oges sl ply gl UDP 161 (clasyg 5l (0,0 yokos SNMPe

ol ygiwd

* SWitc
e SWitc

&S o odlawl trap sl pls ¢l UDP 162

L a5 (oo 35S (od 03wl SNMP IS5, b S jgile (sl s 51 ST
1S Jlb e |y gy opl )

n(config)# no snmp-server community

n(config)# no snmp-server enable traps

e Switch(config)# no snmp-server system-shutdown

e Switch(config)# no snmp-server



0y )l 5l Sl B> sla g, 5 b gugw avly |y SNMP upg5 o510
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Sy cwiel Jdo KO jslan aS sdo e ool ) Chowd 43 aST Slgtud®
s 288 &S oo 03l VY Candd STt 43 ¢ iy dlw] SNMpP V3

* Switch(config)# no access-list 12
* Switch(config)# access-list 12 permit 172.30.100.2

* Switch(config)# access-list 12 permit 172.30.100.3




* Switch(config)# snmp-server group admins v3 auth read
adminview write adminview

2 &S pSie Ly youe dadS SO Log,S pl 4root Jlo lgm u)l8 SO s ®

* Switch(config)# snmp-server user root admins v3 auth md5
MyP@sswOrd access 12



Switch port Protected
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WS 4 Jg 3l awsls byl (Wl e, SShare |y ... g s Kial julsd wa b aS) casl XXX
s Tast0/1 clo ye Lo a5 iy oy « cwlProtected Port ol 5l oslazwl J>ol, ©
SleMbl Jols wilgias ;5080 b yer 95 1l « i 1 ¢« oSee Protected |, fast0/12
CHD s piwd aSl lo 4 ol 0390



* Switch(config)#interface GigabitEthernet1/0/5
* Switch(config-if)#switchport protected
* Switch(config-if)#"Z

* Switch#tsh int gi 1/0/5 switchport
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L ol gl b Jlasl wyp eg>0 (Time-Domain Reflectometer) TDR e
TDR g enlal

Col San Lo CAL5/6 ol LS as 0 s K (L po 4y L oS Syg0 10 ®
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TDR Support

Yes

Yes

Yes

Unknown

Unknown

Unknown

Unknown

No

Yes

Yes

No

Yes

Model

2960

2960G

2960S

2918

23350

2360

2975

3560

3560G

3560E/3560X

3730

3750G



Jate 35,3 360 zudgw 4 g by LTelnet SSH jl ooliiwl b dul®
A gl
1S odlasw] pdew 40 alasly cundd yisled (ly 5 ygtwd l®

e #show interfaces

A8 cws 1,GigabitEthernet1/0/1 g walgs o 4S8 (5,8 ¢l

*test cable tdr interface GigabitEthernet1/0/1



Dl ALdgl wd 32] O)ypo 4 b g (pdn ) Sl (S
* test cable-diagnostics tdr interface GigabitEthernet1/0/1

5,5 daled il ,n 1y 55 alie (glases Yias!e

* TDR test started on interface Gi1/0/1
* A TDR test can take a few seconds to run on an interface
* Use 'show cable-diagnostics tdr' to read the TDR results.



1S odmlie ,TDR s gols B uwiS o)y 1) 1) jgtwd (s g S gano ddls ) o
* show cable-diagnostics tdr interface GigabitEthernet1/0/1

s 53 aldo Cwwl ySoo TDR =l gy

* TDR test last run on: December 05 18:50:53
* Interface Speed Local pair Pair length Remote pair Pair status

*Gi1l/0/1 1000M Pair A 19 +/- 10 meters Pair B Normal
* Pair B 19 +/- 10 meters Pair A Norma
e Pair C 19 +/- 10 meters Pair D Norma
e Pair D 19 +/- 10 meters Pair C Norma




‘#show cable-diagnostics tdr int g7/36
Interface Speed Local pair Cable length Remote channel Status
G1i7/36 1ée@Mbps 1-2 e Unknown Terminated
3-6 e Unknown Terminated
4- e Unknown Short
7- (%)

5
a3 Unknown Short

#show cable-diagnostics tdr int g7/37
Interface Speed Local pair Cable length Remote channel Status
G17/37 18éMbps 1-2 5 +/-16m Unknown Open
3-6 4 +/-18m Unknown Short
4-5 8@ m Unknown Short
7-8

@ m Unknown Short

#show cable-diagnostics tdr int g7/38
Interface Speed Local pair Cable length Remote channel Status
G17/38 18éMbps 1-2 19 +/-16m Unknown Short
3-6 19 +/-16m Unknown Short
4-5 17 +/-16m Unknown Short
7-8 16 +/-10m Unknown Short

#show cable-diagnostics tdr int g7/41
Interface Speed Local pair Cable length Remote channel Status
G17/41 18éMbps 1-2 3 +/-16m Unknown Short
3-6 Unknown Short
4- Unknown Short
?_

5
a3 Unknown Short
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Ghwyd  2gj ol Gl PU g cuwwl 00l 28 e 295 S 0 O 92 o JLadl
‘J_;.Suﬂn_-} LJ.»C\.C

iy d do 295 o2l Gl U g wuwl 0280 0UgS e 295 S0 )3 O 90 o Jbadl
.Jﬁ{:ﬂj (_J_A:\.'C-

wdyl (U 5l pasue goslaiwl sl ezgs 31 (B2 yo pwilasel (lwles (Gaalas
Do e b (U g v jL0 900

Do el pl=ol (LB (59) »» TDR wuwd g wnnn Juatio ksly o2l o (S

PG cumdg g0 30 (8280 (Ga=uiD g wewl 0380 03l L sl (b cusidg
g g3 aslyl

o2l Gour TDR cund plzdl bl g 2SS sad Slatdn U oo 1 1B 250 k)
105 dg=g ol

g0 plzol ly (pl (g9 TDR cuwd g cwwl (Jle8yac (155 5)g0 bl

aSlhl (S cuassdg Gl GE28d Gamuwil g wawl ool &, TDR wud gh=l )0 Uas
Y-V PN

Normal

Open

Short

Impedance

Mismatched

No Cable

Unknown

Unsupported

Disabled

Error






| .:'\Il,‘"-',"o'iT,.'J'Ii?“lﬁ,’ ST ¢ rlil‘lz,’ IJ;.'H,_H:’\}}. r 1 cs tadi i:';i ertace 1]: 1/0,; 1
TDR test started on 1|11;~"'r'f,1r,f»} L’jl],"“_}l,f'j

A TDR test can take a few seconds to run on an interface
Use 'show cable-diaghostics tdr' to read the TDR results.
abswitchl#show cabl

abswitchl#show cable-diagnostics td

abswitchl#show cable dragnostics tdr 1n

.ct.\'.',r.i!\hl,‘;".h\';w '.ll'l]i' || umzi\-,ti:-. ¥||| i[][;-['?,uu a1l 'O/ 1
R test last run on: september 12 11:05:12

Interface sSpeed Local pair pPair length Remote pair Pall

1OOOM P J | 0 , 10 meters Pair B Normal
10 meters Palr A Norma |
10 meters Pair D Normal

10 meters Pair Norma ||




muﬁ‘)&%ﬁ°)b9>9m45@‘3~.>@.w}“)wpkgé?u&ﬁ




Labswitchl#test cable-dragnostics interface g11/0/1
DR test started on interface Gil

rest can take a few seconds to run on an i1nterface
Use ‘show cable diagnostics tdr’ to read the TDR results
Labswitchl¥show cable~-dyagnostics tdr 1nterface gi11/0/)

DR test last run on: September 12 11:06:4]

Interface Speed Local pair Pair length Remote pair Pair status

1/0/1 auto o | r : NO1 l_¢;[[|l,l|\'~!|'l_|
! NOT [ 1,.-|||[1|..11,nw]
Not Completed

NOT Completed




A TDR test can take a fevw seconds to run on an interface
Use 'show cable-diagnostics tdr' to read the TDR results.
Labswitchl#show cable-diagnostics tdr interface gil/0/1
TDR test last run on: September 12 11:17.51

Interface Speed Local pair Pair length Remote pair Pair status

G11/0/1 MO Pair A 0 +/ meters Pait Norma |
Pair B 0 b/ - meters Pair B Normal
’ ,," -

Pair ( 1 meters N/A open <‘IIIIIIIIIIIIIIIII

Pair D 0 meters N/A Normal

Labswitchl#f
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Adlbee b gugw g o g) Oledald Sl QI Su (8)5 aSud oo ilbg (2 irere

2 ygwd 3l TFTP Server Soy 2w b oy Oladss 5l (605 q SO Cgs
2 ,S o] O‘}?L;o

* R1(config)#copy startup-config tftp:
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)QMJ )‘ «..4».1.:1.9 L)"‘ LS)L"’ JL:B L5‘)" 3 a8l A= A IOS 12 3(4)T )‘ ArCh|Ve wJ)le ¢

..\.«45 ODLO.U.»J‘ )J)

Path ;g jl edliisl b . wes o archive cuas, S s 3)ly @rchive jeuws glys! bl

Mum‘)lﬁu‘&opbubu

ua?c.w.o ).u ‘) f°"‘ ob).{ L)’“"’ FTP Server S9y » &S S99 UserName L).:‘).:Lu

* R1(config-arc
* R1(config-arc
* R1(config-arc
* R1(config-arc
* R1(config-arc

oS (2

* R1(config)#archive

nive)#path ftp://UserName:Password @192.168.1.1/
nive)#write-memory

nive)#time-period 1440

nive)#tnotify syslog

nive)#maximum <1-14>



S 2db oo el V¥ Jolao) a5l VFYe 1 295 0 el time-period jguws®
D9 48)S ol S gy Slerdass

,»1 Global Mode ,» &5 Jl,gu b 34, 0 el NOtify syslog ,gus®
Les Jlo,l Syslog Server cows 4 3548 0
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 R1# show archive

* The next archive file will be named ftp://192.168.1.1/R1-
config-3

* Archive # Name

0

o] ftp://192.168.1.1/R1-config-1

2 ftp://192.168.1.1/R1-config-2 <- Most Recent



Dos Attack oM 4l s, ssh, hitp telnet wYlail jl clablox

5 blos telnet 5 gm Mio 13,5 Iy 4 pli8l old cla dobyp 34k 5l Wlg o S ®
s plosl [)DOS Attack eMes Galise Sluds (6185 ¢ (Je> glalolis Jlo,l b

oS oo odliiwl 598 5, 51, SSh, http telnet ;| cladlw ¢l



* #Config t
* #Login block-for 120 attempts 5 within 30
9 4l Ve Sloj glae )3 o yiwd (gl 38500 (M A po 0 5T Jlto (pl 0@
Sobly la login request s 45 VY + Cose ¢l login — wdl 5le) oS
LS (s
Ol 8 Jub e sl
* Config t
* No login block-for
to alie Cp>®

* Sh login



B395a s O8Y (0 S Jlade

*#Config t
*#Login on-success log

B3 sals (RY e

*#Login on-failure log

L



SSH ,» Time out oy cpss

AL Gl Gl assh Juall ) aey a8 Cusl 4l 4y Gla ) Qe ol e
Ca Ol el )3 Al 5L 28 G sea Sy s (andlds Wi

2 8 e adad Jlail o 80
*#Config t
*#lp ssh time-out 100

Gl 45 120 U 0 o e 54l ssh time out (e




Sl y) ) 9 oS (umolg) b
Ol il S (20 )W I 50 2 S 0 5 low

o 1y a8l a8 )y o b )5 Slojle dcgezme S )0

ol Su (B 305 S po (gry (2 9 " glad oo

t AS wp |y SYSIOE o liia ol Jol dla w0

* %SW_MATM-4-MACFLAP_NOTIF: Host 00:de:ad:be:ef:fa
flapping between port Gil/0/2 and Gi1/0/3



ad i o4 A gla (5 3 42 syslog lada () )

* %SW_MATM-4-MACFLAP_NOTIF: Host 00:de:ad:be:ef:fa
flapping between port Gil/0/2 and Gi1/0/3

) Al Gy $48L Gy g0 93 Al Soa pa MAC 43 48 19 Jald Jil8 adse
100 2

03 S (sai S oLl ySwitch b VIMWare ESXi ol a4y Ly

|l 4S8 4SS ga s S ol e S 4y Ly
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- |P Device Tracking
*- DHCP Snooping
*- Source Guard

- DAI



ad S Jad 5, DHCP Snooping °

*conft

* ip dhcp snooping

* ip dhcp snooping vlan 10,20,30

* interface GigabitEthernet1/0/1

» description --> Trusted uplink

* ip dhcp snooping trust

* Exit

o DHCP SIS 4 U 1S iy ¢S dlasel g, 49,0 DHCP o uplink g Lsé :don



IP Device Tracking

S e 4n i B i€ (e Jlad ) |P Trackinge
50IP 6555 () o3 A A 93 e o g 4@3 Yiae
i <

*ip device tracking



Source Guard
Lasl awsly blsyl jisga P L bkas WS y»

* interface range GigabitEthernet1/0/2 - 24
* ip verify source

Mo o5 035l o guidine i ¢ oy pld] gy a0 1P & oo dlgse coMS 4 451
s



DAl (Dynamic ARP Inspection)

*ip arp inspection vlan 10,20,30
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*Control Plane Policing (CoPP) Bypass
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*ip access-list extended PROTECT-CPU
e permit icmp any any echo

* permit tcp any any eq bgp

* permit ospf any any

 deny ip any any
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*class-map match-all ALLOW-CPU
* match access-group name PROTECT-CPU
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policy-map CPU-PROTECTION
class ALLOW-CPU
police 64000 8000 conform-action transmit exceed-action drop
class class-default
drop
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* service-policy input CPU-PROTECTION
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